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Capabilities Statement

INFORMATION ASSURANCE | VULNERABILITY ASSESSMENT |
SYSTEM & NETWORK ADMINISTRATION | CUSTOM PROGRAMMING SUPPORT |
SECURITY ENGINEERING | SYSTEM ENGINEERING

StepTech LLC provides a full range of Information Technology (IT) expertise. We provide superior Assessment
and Authorization (A&A), Programming and System Engineering support services for DoD, Intelligence,
Federal, Civilian and Law Enforcement agencies. Our goal is simple: the satisfaction of each client.

PAST PERFORMANCE

National Maritime Intelligence Center/ Office of
Naval Intelligence

Provided Information Assurance support: Navy
Qualified Validator (NQV) Level - 111, Security
Controls Assessor and Information System Security
Officer. Provided expertise in DIACAP, RMF,
eMASS, Xacta, ACAS, SECSCN, WASSP, DISA
STIGS and SCAP Benchmarks. Developed and
maintained a formal Information Systems (IS)
Security Program; enforcing security policies for all
three domains: SIPRNET, JWICS and ATLAS.

Defense Information Systems Agency

Developed an application called Network Design
Support System (NDSS), to analyze the CONUS and
OCONUS access line, backbone areas, and routing
tables. NDSS was also used for network Modeling
and Simulation initiatives.

Washington Planning Center

Provided DIACAP consulting support for the
Tomahawk Command and Control System (TC2S).
Conducted program security inspections to assist in
preparation for Navy-wide Inspector General (IG)
security audits. Provided Information System
Security Manager (ISSM) support. Provided
expertise in DIACAP, eMASS, Retina, SECSCN,
WASSP, DISA STIGS and SCAP Benchmarks.

Food & Drug Administration

Designed and installed a monitoring network for the
UPS and emergency generators at the White Oak
Campus located in Silver Spring, Maryland. Delivered a
Liebert SiteScan Web network that uses
microprocessor-based control modules to monitor and
control Liebert precision cooling, power, UPSs and
other critical equipment. The monitoring network
powered by Liebert SiteScan Web enables the user to
monitor and control equipment in a single building, an
entire campus or a network of facilities around the
globe.

Federal Bureau of Investigation (FBI)

Provided support by identifying, assessing and resolving
security-related issues affecting the Assessment and
Authorization of Department of Justice (DOJ) systems
and networks. Provided Information System Security
Manager (ISSM) support.

Naval Surface Weapons Center Dahlgren Division

Provided Navy Qualified Validator (NQV) Level — 111
support for RDT&E systems. Evaluated IA
discrepancies and recommended mitigation measures
for reducing or eliminating specific risk. Engaged the
Navy SCA Liaisons, AODR Reviewers, and NAO
Action Officers to assist in successfully attaining ATOs.
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NORTH AMERICAN INDUSTRY
CLASSIFICATION SYSTEM

541519 — Other Computer Related Services

541690 — Other Scientific and Technical
Consulting Services

541990 — All Other Professional, Scientific, and
Technical Services

541511 — Custom Computer Programming
Services

541512 — Computer Systems Design Services

541618 — Other Management Consulting
Services

DESIGNATIONS

Certified Information
Systems Security Professional

GENERAL INFORMATION

Registered Company Name: StepTech LLC
Year Incorporated: 2015

State of Incorporation: Maryland
Corporation Type: S-Corp

DUNS # 080060112

CAGE Code: 7LS96

EIN # 47- 4985441

MD SDAT ID: W16740383

CONTACT INFORMATION

Address: Post Office Box 1061, Waldorf, MD 20604

Phone: 301-442-1049
Email: info@steptechllc.com
Website: www.StepTechLLC.com



